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> INTERNET OF THINGS (IoT)



> TESTING THE SECURITY OF IoT DEVICES
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Is it possible to 
decrypt stored data 
just by 
communicating with 
the secure chip?

Is it possible for an 
unauthorized actor to 
remotely control the 
device due to a bug in 
the software?

Is it possible for 
someone to 
eavesdrop on
device 
communications?

Is it possible for an 
unauthorized actor to 
collect all data 
gathered by the 
devices?



> TESTING THE SECURITY OF IoT DEVICES

Black Box Testing Timeline

Identify Vulnerabilities 
in Exposed Functionalities

Identify Vulnerabilities 
in Analyzed Firmware
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> TESTING CONTEXT
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> TYPICAL ISSUES FOUND DURING IoT PRODUCT 
TESTING
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> TYPICAL ISSUES FOUND DURING PENETRATION 
TESTING
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> DEMO OF IoT DEVICE BUG EXPLOITATION



> IDENTIFYING VULNERABILITIES: THE TOOLS
Inspection Level: Hardware                           Communications                                      Software



> IDENTIFYING VULNERABILITIES: THE SKILLS
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> IDENTIFYING VULNERABILITIES: THE PEOPLE
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Last 12 Months of Applications

61% Relevant CVs

11
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> CONCLUSION
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