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Why target travelers? g

s The need for communication is greater than privacy and/or
security

s The unknown Internet access landscape forces you to trust
what vyou normally woul dnot

A WiFi:
A Login to (corporate) email accounts
A Login to social networks

A Carry mobile phones, tablets, laptops ,usually all on at the
same time ;)

A No second thoughts about public Internet hotspots



Point-of-Sale attacks in Transportation

Unlike traditional POS attacks in Commerce (ex.

Target Incident):

A Credit card details
A Web credentials

We target International Travelers' information:

A Name

A Picture

A Flight number

A Destination

A Seat number

A Communication partners
AOt her é.

2581707445757




How Is the POS Attack
Introduced

As in every known POS Attack (Retall, Healthcare, etc):

1. The system may have unpatched
vulnerabilities

2. An employee of the victim company may
Introduce It by mistake (opening an email
attachment containing malware)

3. The source might even be an employee
looking to cause trouble.



POS attack outcome

Who benefits?

»  Cyber Criminals (ldentity theft)
»  Private Investigators (spying)

»  Government Agencies (spying)

After a successful attack we can achieve:
s Travelers Aprofilingo without author
s With enough data collected we can categorize travelers per:

s  Destination (ex. Who travelled from Greece to Germany in the last
month)

s  Company (ex. All Aegean passengers)

s  Class (ex. Who is travelling 1rst class OR Business)
s  Flight/Date (ex. All passengers of a specific flight)

s Combination of the above



A Case Study



POS Systems Present

What are the possible POS Systems of interest?

- Check-Iin kiosks

- Purchase WiFi time kiosks

- Internet Access Points (Terminals)
- Luggage Locator kiosks



Case Study: An International
Airport in Greece

TRAFFIC HIGHLIGHTS

TRAFFIC HIGHLIGHTS 2011 2012
Total Humber of Passengers (million) 14.4 12.9
Domestic

International

Business Passengers

Connecting Passengers

January-March 2014, Passenger traffic reached 2.4 million

Lets talk numbers (rough estimation):
“ Estimated travelers per year: 12 million
Q Business Passengers (30%): 3,6 million
Business Passengers Using POS (1%): 36000



Purchase WiFI time kiosks

i ° %

A Buy extra WiFi time

(accepts coins and bills,
gives change)

A Check flight details
(Barcode/QR scanner)

A Make Internet phone
calls (VOIP) (Webcam
available)

A Placement: 6 in number
located In high
accessible location
throughout the airport
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Kiosk Services: Buy Wifi

In case that you have already used 60’ free WIFi access, you can buy extra time for further access to the internet
from this kiosk

@ Instructions

R K 1 1he deswred \Wa Ba package
120'-9€ -

180' - 12 €
nser the ¢ pondng amount You
can use bo 2 DIl and the coin siol

_

240' -13€ : : 300'-14 € :




Kiosk Services: VOIP calls




The ALT+TAB attack ;)

A Escaping the restrictive POS Interface
A Keyboard input sanitization failure

A Left Alt + tab -> locked

A Right Alt + tab -> works!!!




USB Port accessible

USB portexposed/active



Purchase WIFI time kiosks: Attack

A Escape interface and expose machine details:
A OS: Windows 7
A No antivirus
A Internet Connection
A Administrative modules (proxy)

A USB enabled
A Useful for installing homemade POS malware direclty



Exposing administrative modules

A Bad sanitization of user input from keyboard

A Basic Windows commands can be issued from keyboard
In order to switch view to administrative interface

A Administrative interface enabled with full privileges
directly issuing hardware commands

A Like for example the PAY command ;)
A Other Commands:

AStatus

AStart/Stop

ASet Override



Amin Interface #1

‘ ..gqmi T&STATUS =8&ERRORS =8
mwm%
TATUSSVALUE=G, @, 310, 410, Si10, 618, 710.%

SIS
YLa v Space

nefbéty yva o CeTalk
c
po npog anoocofny, = STATUSH
oupa npoc anoocofdn : CHMD=STST&STATUS =O&ERRORS =# -
lvoxe ipLvon um&u G!S
fiyn ovthpotog =STATUSGUALUE=G, @, 310, 410, 510, 610, 7i10.8

lraxe ipLon un:uu p—
avog * CHS
ME nefdoTn yva v Space

CP
Anootodn #&J’uunoc

Exxivnon nefAaon yva o CcTalk
loma UNVONaTog
vpa ‘l‘pog anooTOoAN STATUSS
| um: mpo¢ amootTodn CMD=STST&STATUS =@&ERRORS =8
:;xnent:owna:;l:un (:IIS-S'I’!I‘I’IISI:UMJIE-O 8. 318, 410, 510, 610, 710.%

L




Admin interface #2
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Admin interface #3

Paying Ourselves Through Admin Module



Informing the Airport

March, 2014

A Presentation of the attacks to
Administration, IT and Security
team of the Airport.

A Real life example: Cashing out
Money!
A A month later

The ALT+TAB bug was fixed and the
USB port was protected.

USB portSecured

BUTt he System was stil |l wvul



New attack Vectors

Looking for new attack vectors to make the system
crash and expose the underlying admin
il nterfaceé

But how?

-Full Interface Testing
-Barcode Fuzzing (We need a Tool)



Interface Testing

A Exposing The Administrative interface by causing the
app to try to connect to the Internet.

A A Pop Up connection blocker causes the interface to
expose the minimized Admin Interface Window.

Click causing popup action




Admin Interface Exposed

Exposed Minimized Window



Back to the Lab

The Need.:
Develop a malware to install in the kiosk that:
A Exploits the WebCam Module
A Has RAM scrapping functionality
A Get scanned e-ticket details
A Receives Bar Code Commands
Develop a tool that:
A Fuzzes the barcode scanner to expose errors.
A Provide commands to our malware.

QOutcome:
A Inspiration for the Travelers Spy (TS) POS malware
A Creation of the Aztec Revenge Tool (Android Mobile App)



Camera Module Exploitation

WHY?
l.AEyeso inside the Airpor:
(Multiple Spots, Requires Connect Back)

2. Capture Users Facial Image without consent
during ticket scan event



