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▷ $ whoami

 Electrical & Computer Engineer

Used to build robots academically

Security researcher at CENSUS S.A.

Vulnerability Research, Reverse Engineering, Exploit Development, etc.

Used to break virtualization software

Now mostly breaking Androids
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▷ AGENDA
 Problem statement

 Introduction
• ARM architecture & virtualization extensions

• Samsung hypervisor

 Framework implementation & RKP analysis
• System boot

• EL1 initialization

• Hypervisor boot

• Hypervisor boot termination

• Hypervisor initialization

• Hypervisor exception handling

• Hypervisor initialization

• Demo

 Fuzzing
• Dummy fuzzing

 Conclusions

 References
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▷ Problem Statement

 Kernel != last line of defense against full system compromise
• Various protections

• ARM Virtualization Extensions (VE) utilized for runtime kernel protection in Android 
ecosystem

 Android debugging is an uphill struggle
• Critical in RE, vuln research and exploit dev
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▷ Problem Statement

 Emulate components under QEMU
• System observability

 Discuss
• ARM low level concepts
• Virtualization extensions

 Demonstrate via minimal framework for Samsung RKP

 Investigate fuzzing setups

 Build you own frameworks ;)
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▷ ARM Arch & Virtualization Exts

 2 Security states (secure, non-secure)

 4 exception levels (ELs) aka Execution Levels
• svc, hvc, smc, eret
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▷ ARM Arch & Virtualization Exts

Hypervisor – EL2
• Dictate EL1 behavior

Hypervisor Configuration Register (HCR_EL2)
• Access to EL1 registers, etc.

Stage 2 translation
• Disabled: EL1 VA -> PA
• Enabled: EL1 VA -> IPA -> PA
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▷ ARM Arch & Virtualization Exts

Stage 2 translation graph
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▷ Samsung Hypervisor

 Security platform – Samsung KNOX

 Hypervisor – Realtime Kernel Protection (RKP)

 Targeted before
• Samsung Galaxy S7 – Project Zero

 Focus on S8/Note8 implementation
• Stripped and string obfuscation
• Simple – allow focus on desired features
• Arbitrary selection ¯\_(ツ )_/¯
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▷ Framework Implementation

 Minimal implementation – EL3 & EL1

 ELF Aarch64 – kernel.elf
• Supported by QEMU – simplified boot process

 Starting PA 0x80000000 (discussed later)

 QEMU configuration
• virt platform

• CPU cortex-a57

• Single core/thread

• 3GB RAM (discussed later)

• Enabled Virtualization (EL2) & Secure (EL3) modes

• Wait and attach to gdb
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▷ Framework Implementation
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▷ Framework Implementation

 Framework high level approach
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▷ System Boot

 Stack pointers – preallocated 
locations

 Exception vectors – VBAR_ELn
• IRQs & FIQs disabled
• No EL0
• EL1 empty (inf loops)
• EL3 only synchronous from 

lower AArch64



  www.census-labs.com

▷ System Boot

 Stack pointers – preallocated 
locations

 Exception vectors – VBAR_ELn
• IRQs & FIQs disabled
• No EL0
• EL1 empty (inf loops)
• EL3 only synchronous from 

lower AArch64



  www.census-labs.com

▷ System Boot

 Stack pointers – preallocated 
locations

 Exception vectors – VBAR_ELn
• IRQs & FIQs disabled
• No EL0
• EL1 empty (inf loops)
• EL3 only synchronous from 

lower AArch64



  www.census-labs.com

▷ System Boot

 System registers – only EL3 & EL1 (almost ;)

 Start at EL3

 Secure Configuration Register (SCR_EL3)
• SCR_EL3.NS – normal world

 Define EL2 state
• SCR_EL3.RW – 64bit EL2

 Define EL1 state – HCR_EL2
• HCR_EL2.RW – 64bit EL1

 If not set properly, cannot drop to lower EL
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▷ System Boot

 Drop to EL1 by returning from a 
fake exception
• Exception Link (ELR_EL3) – 

desired function
• Saved Process Status 

(SPSR_EL3) – from EL1, AArch64
• Exception Syndrom (ESR_EL3) – 

irrelevant
• eret
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▷ EL1 initialization

Setup not identical to Samsung Linux kernel
• Framework is minimal in comparison

Must not deviate much
• Kernel – hypervisor dependency
• Satisfy hypervisor requirements / assumptions
• Ensure proper hypervisor interaction / behavior
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▷ EL1 initialization

 System registers
• Value from source & oracles (discussed later)
• Safely assume values as arbitrary for now

 Translation control (TCR_EL1) (for both TTBR1_EL1 and TTBR0_EL1)
• 4kB Granule size
• 512GB (39-bit) Input VA region
• 1TB IPA

 Page table layout – entries
• 4kB Granule (page) - 512 entries per page table
• 512GB Input VA – Level 0 table not required
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▷ EL1 initialization

 MMU enabling

 Two-page tables
• Identity mapping TTBR0_EL1 (VA = PA)

• TTBR1_EL1 (VA = PA + VA_OFFSET)
• VA_OFFSET = 0xFFFFFF8000000000

 Create mapping using level 2 block entries (2MB)
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▷ EL1 initialization
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▷ Hypervisor boot

 RKP incorporated in framework image
• Place in expected PA

• ELF file - 0xB0100000

 hvc not available
• EL1 -> EL3 -> EL2

 Drop to EL2 – fake state
• ELR_EL3 – ELF entry point 0xB0101000
• SPSR_EL3 – from EL2, AArch64
• ESR_EL3 – irrelevant
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▷ Hypervisor boot

 vmm_main()
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▷ Hypervisor boot

 memory_init()
• Log buffer at 0xB0220000 (1st oracle)
• Available via /proc/rkp_log

 vmm_init()
• Set VBAR_EL2

• We can now invoke hvc from EL1!
• Need to enable hvc command – SCR_EL3.HCE

• Set HCR_EL2 values, dictate EL2-EL1 interaction
• HCR_EL2.TVM, trap EL1 writes to system registers to EL2
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▷ Hypervisor boot

 s1_enable() – EL2 stage 1 translations
• TTBR0_EL2 – static page tables
• TCR_EL2

• 4kB Granule size

• 1TB Input VA

• 1TB PA space

 s2_enable() – EL2 stage 2 translations
• VTTBR_EL2 – static page tables
• VTCR_EL2

• 4kB Granule size

• 1TB (40-bit) Input VA

• 1TB PA space

• Start at Level 1 with concatenated tables
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▷ Hypervisor boot

 Tool to dump stage 2 table and attributes
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▷ Hypervisor boot termination

 Terminate via smc – EL2 -> EL3
• X0 special value 0xC2000401
• X1, initialization status

 EL3 new exception – restore state and 
return to EL1

 No need to preserve state
• Reset stack pointers
• Drop to EL1 function
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▷ Hypervisor boot termination

 System constraint – framework .text at 0x80000000

 EL1 return address must be mapped in Stage 2 translation tables
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▷ Hypervisor exception handling

All exceptions lead to vmm_dispatch()
• Only synchronous exceptions
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▷ Hypervisor exception handling

 vmm_synchronous_handler()
• ESR_EL2 – get reason for exception

• hvc invocations handled by rkp_main()
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▷ Hypervisor exception handling

 hvc first argument X0 – command
• Command prefix 0x83800000

 Command id – function identifier
• Shifted by 12

• OR'ed with prefix
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▷ Hypervisor exception handling

 check_hvc_command()
• Command id smaller than 0x9F
• Check command counter

• Some commands must be called less than `counter` times

Function ID Command Counter

rkp_init 0x0 0x83800000 0

rkp_def_init 0x1 0x83801000 1

rkp_pgd_set 0x21 0x83821000 -1

rkp_pmd_set 0x22 0x83822000 -1
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▷ Hypervisor initialization

 rkp_init() - command id 0 (0x83800000)

 Expects struct with info about kernel
• Magic value
• vmalloc range
• Page table addresses
• .text, .rodata regions
• Bitmaps (Samsung specific)
• Other Samsung specific regions
• Etc.
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▷ Hypervisor initialization
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▷ Hypervisor initialization

 rkp_debug_log_init()
• Buffer at 0xB0200000 (2nd oracle)
• Available also via /proc/rkp_log
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▷ Hypervisor initialization

Two modes – Magic Value
• Once set cannot change

Normal mode – 0x5AFE0001
Test mode – 0x5AFE0002
• Enable testing
• Disable command counters
• Additional test functions
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▷ Hypervisor initialization

 rkp_paging_init() - most important function

 Checks regarding memory layout
• Framework EL1 layout must satisfy all checks

 Change memory region attributes for stage 2 translations

 Set internal information for memory region housekeeping

 Unmap sensitive regions from stage 2 tables

 If anything fails, RKP does not initialize
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▷ Hypervisor initialization

 Sample layout with essential regions

 Some entries are not implemented 
but regions required either way
• e.g. vmalloc

 System constraint 3GB RAM
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▷ Hypervisor initialization

 rkp_def_init() - command id 1 (0x83801000)

 Kernel text region: read only

 TTBR1_EL1: read only and not executable
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▷ Hypervisor initialization

 Can now interact with RKP!

 Did not follow original kernel 
initialization
• More init routines

 Introduced EL2 basic concepts

 Can start investigating fuzzing setups!

 Must be aware of 
hypervisor smc invocations
• Handle them in EL3
• Must also consider while fuzzing

 One available in RKP for verification of 
Samsung specific images
• Available via specific hvc command
• Can safely skip for now
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▷ Demo
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▷ Dummy Fuzzing

 Numerous approaches depending on requirements

 ARM semihosting – Communicate with host and use its I/O facilities
• Pros

• Minimal QEMU modification

• Cons
• Need to implement sync with host

• Slower (probably)

 Directly from QEMU
• Pros

• Sync by design

• Faster

• Cons
• QEMU modification required
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▷ Dummy Fuzzing

 QEMU creates test – delivers to guest VM

 Utilize brk instruction

 Pass commands via ESR_ELx.ISS
• brk #imm (ISS = #imm)

 Catch brk in QEMU

 Can create arbitrary fuzzing harnesses
• Sync QEMU and framework
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▷ Dummy Fuzzing

 Handling brk in QEMU
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▷ Dummy Fuzzing

 Sample harness – fuzz hvc commands
• Invoke brk to create testcase

• Random byte for command id -> X0 (1st argument)

• Copy page with random values to guest buffer -> X1 (2nd argument)
• Required by many RKP functions (RKP specific)

• Invoke hvc to fuzz with testcase
• Repeat
• Profit!
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▷ Dummy Fuzzing

QEMU Framework
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▷ Dummy Fuzzing

 Nothing happens... WTH!!?



  www.census-labs.com

▷ Dummy Fuzzing

 What is a crash?

 Bare metal – nothing to "crash"

 Abort exceptions

 Handle them in QEMU
• Create crash log
• Reset QEMU / VM



  www.census-labs.com

▷ Dummy Fuzzing
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▷ Dummy Fuzzing

 Special cases
• Result in endless loop
• Identify in QEMU via address

• Not scaling well

 vmm_panic()
• Only few places
• Action: reset system

 rkp_policy_violation()
• Assert() logic
• Action: reset system
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▷ Conclusions

 Introduced key concepts and discussed the various considerations 
required to emulate hypervisors

Discussed basic approaches to fuzzing
Build your own frameworks!
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▷ References

Lifting the (Hyper) Visor: Bypassing Samsung’s Real-Time Kernel 
Protection, by Gal Beniamini, Project Zero

Super Hexagon: A Journey from EL0 to S-EL3, By 
Grant Hernandez

Special thanks to huku
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▷ Teaser

AFL with QEMU full system emulation
Based on Triforce AFL
• Project sadly abandoned

Many QEMU changes since
Versions used
• QEMU v4.1.0
• AFL v2.56b
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▷ Teaser
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